MACsec (Media Access Control Security) and Apriori Network Systems’ physical layer
secure fiber approach, are both technologies used to enhance the security of data
transmission in computer networks. However, they differ in terms of the layer at which
they operate and the specific mechanisms they employ. Here's a comparison and
contrast between MACsec and a physical layer secure fiber from Apriori Network
Systems.

1.

Layer of Operation:

MACsec: MACsec operates at the data link layer (Layer 2) of the OSI model. It
provides hop-by-hop encryption between directly connected network devices.
Apriori Network Systems’ Physical Layer Secure Fiber: Physical layer secure
fiber operates at the physical layer (Layer 1) of the OSI model. It focuses on
securing the physical infrastructure of the network, such as the fiber optic cables,
connectors, and related equipment.

Encryption:

MACsec: MACsec provides encryption and integrity protection for Ethernet
frames at the link layer. It uses symmetric encryption algorithms, such as AES
(Advanced Encryption Standard), to secure the data. MACsec also supports key
agreement protocols, such as MKA (MACsec Key Agreement), to establish and
manage the encryption keys.

Apriori Network Systems’ Physical Layer Secure Fiber: Physical layer secure
fiber does not provide encryption directly. Instead, it focuses on protecting the
physical transmission medium, such as fiber optic cables, from tampering or
unauthorized access. Physical security measures may include armored or
protected fiber cables, secure connectors, and dedicated pathways.

Scope of Protection:

MACsec: MACsec provides end-to-end encryption and integrity protection
between directly connected network devices. It ensures that data remains secure
as it travels through intermediate network switches or routers that support
MACsec. However, MACsec protection terminates at devices that do not support
MACsec, potentially leaving the data exposed.

Apriori Network Systems’ Physical Layer Secure Fiber: Physical layer secure
fiber primarily protects against physical attacks or tampering attempts on the fiber
optic cables themselves. It prevents eavesdropping, tapping, or tampering with
the transmitted data by securing the physical infrastructure. It does not protect
against attacks or data interception at higher network layers.

Deployment Requirements:

MACsec: Deploying MACsec requires network devices (such as switches or
routers) that support MACsec. It also requires configuration and key



management for proper operation. Not all network devices may support MACsec,
and interoperability between different vendors' implementations can vary.

o Apriori Network Systems’ Physical Layer Secure Fiber: Physical layer secure
fiber requires the use of specialized fiber optic cables that offer enhanced
physical security features. This may include cables with built-in armor or tamper-
evident mechanisms. Upgrading to physical layer secure fiber may involve
replacing existing fiber infrastructure or installing additional physical security
measures.

In summary, MACsec and Apriori Network Systems’ physical layer secure fiber provide
security at different layers of the network stack. MACsec offers encryption and integrity
protection at the data link layer, whereas physical layer secure fiber focuses on securing
the physical transmission medium itself. Both technologies can complement each other
to provide a comprehensive security solution for network communications.



